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ApplicGate Remote Service Platform (RSP)  

Use Case 

1 Initial situation 
An internationally active plant manufacturer/machine supplier supplies complex production systems 

to customers worldwide. 

• The systems are highly automated and require support with commissioning, regular 

maintenance, fault diagnosis and software updates. 

• Customers expect fast response times in the event of disruptions to avoid costly production 

downtimes. 

• Service technicians can't always be on-site immediately, so remote access is crucial. 

 

Background: 

There are many different remote access or VPN (Virtual Private Network) solutions on the market. 

Every plant operator typically uses one of these systems, but each requires specific installation and 

operating instructions for the technician who requires access. What's needed, therefore, is a 

standardized system that's easy for the plant operator to install and for which the supplier also has 

permission to install. 

2 Requirements of the plant manufacturer/machine supplier 
• Secure remote access to machine controllers, HMIs, databases, and web interfaces. 

• Unified system, no mix of different VPN installations. 

• Encryption and strong authentication (multi-factor authentication, MFA) 

• Central management of access 
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• Every technician can see at a glance which remote system he or she is authorized to access, 

with which function , and whether the remote system is accessible. 

• Access control by the customer : The system operator should be able to see and control 

who accesses the system at any time. 

• Logging of all accesses (centrally and at the customer) for traceability and compliance. 

• No complex installation at the customer's site. 

• High availability – even at locations worldwide. 

• Easy integration into existing IT and security infrastructures:  

No IP address conflicts, compatible with existing firewalls . 

• Support for various protocols such as RDP, VNC, SSH, SFTP, SMB, HTTP(S), database access, 

etc. 

3 Solution by ApplicGate RSP 
ApplicGate is a software solution that runs on Windows and Linux and can be easily installed on 

existing systems. 

3.1 Network Schema 

 

3.2 Fulfillment of requirements by ApplicGate RSP 

• Secure remote access to any target system via TCP or UDP, IPv4, and IPv6.  

On the customer side, only outgoing connections to the VPN server are made via the 

internet (also possible via web proxies on the customer side). 

• Encryption with TLS 
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• Various strong authentication methods for customer systems and VPN clients are available:  

- Software certificates or smart cards,  

- One-Time-Password (OTP) via email or SMS  

- Time-based One-Time-Password (TOTP) with Google or Microsoft Authenticator  

- FIDO2 (with hardware token or passkey, e.g. Windows Hello)  

- OAuth 2.0  

- se.Sam hardware token  

- RADIUS (no strong authentication, as only username/password!)  

Note:  

With OAuth 2.0, an existing authorization (e.g. Microsoft Entra-ID, Google) can be adopted 

→. The VPN client logs on automatically without user interaction. 

• Managed centrally on the ApplicGate VPN server. 

• For each user/technician it can be defined which remote system and which protocols they 

are authorized to access. Authorization groups can be configured. 

• Customer can control access:  

The plant operator can enable and disable remote access. Automatic time control is 

configurable. 

• All access is logged on the VPN server and the customer's server. 

Optionally, an email can be sent to specified addresses when the connection is established 

and/or terminated. 

• Easy installation at the customer's site:  

The preconfigured software is launched with a mouse click. The target address, certificate, 

and license are specified. 

• High availability through various types of redundancy:  

The ApplicGate VPN server can be installed multiple times or run with backup (hot 

standby).ApplicGate can be installed multiple times at the customer's site. 

• The special routing architecture enables easy integration into existing IT and security 

infrastructures. There are no IP address conflicts or complicated NAT rules in firewalls. The 

customer only needs an https connection to the internet. This makes the configuration 

compatible with existing firewalls. 

• ApplicGate supports all TCP protocols and can tunnel UDP .  

Applications such as RDP, VNC, SSH, SFTP, SMB (network drives), HTTP(S), database access, 

etc., can be launched directly from the VPN client using shortcuts. 

3.3 ApplicGate VPN Client and access to web server 
• Full functionality is achieved through the ApplicGate VPN Client. 

• If only web pages are to be accessed, a web browser is sufficient. All authentication types, 

except se.Sam hardware tokens, are supported. 



ApplicGate-RSP-UseCase-EN.docx   page 4of 5 

4 Optional additional functions 
• Direct data transmission from the plant to the plant operator. 

• Message Queue: Message sending via queues (store and forward). 

• Automatic software update. 

• Password management: Users no longer must enter a password; instead, the centrally 

configured password is automatically inserted into the corresponding shortcut (for accessing 

the remote system). 

5 Strengths of ApplicGate RSP 
• Industry focus :  

ApplicGate was developed for access to controllers, HMIs and entire plant networks – not 

just for PC -remote maintenance. 

• Secure authentication and granular rights structure 

• Easy installation 

• Customer-side control:  

The plant operator can actively authorize/block access and see live who is connected. 

• Protocol diversity :  

Direct access to machine protocols without having to use screen -sharing. 

• Flexible architecture:  

Can be installed on your own network or in the cloud. 

Various types of redundancies can be configured. 
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